Bradworthy Community Primary School

Cyberbullying

1. Cyberbullying can be defined as 'the use of Information and Communications Technology (ICT), particularly mobile phones and the internet, deliberately to upset someone else'. It can be an extension of face-to-face bullying, with technology providing the bully with another route to harass their target. However, it differs in several significant ways from other kinds of bullying: the invasion of home and personal space; the difficulty in controlling electronically circulated messages, the size of the audience, perceived anonymity, and even the profile of the person doing the bullying and their target. 

2. Research into the extent of cyberbullying indicates that it is a feature of many young people's lives. It also affects members of school staff and other adults; there are examples of staff being ridiculed, threatened and otherwise abused online by pupils.

3. Cyberbullying, like all bullying, should be taken very seriously. It is never acceptable, and a range of Education Acts and government guidance outline schools' duties and powers in relation to bullying. The Education and Inspections Act 2006 (EIA 2006) includes legal powers that relate more directly to cyberbullying. It outlines the power of head teachers to regulate the conduct of pupils when they are off-site, and provides a defence in relation to the confiscation of mobile phones and other items.

4. Although cyberbullying is not a specific criminal offence, there are criminal laws that can apply in terms of harassment, and threatening and menacing communications. Schools should contact the police if they feel that the law has been broken.

5. Cyberbullying takes different forms: threats and intimidation, harassment or 'cyber-stalking' (e.g. repeatedly sending unwanted texts or instant messages), vilification/defamation; exclusion or peer rejection, impersonation, unauthorised publication of private information or images (including what are sometimes misleadingly referred to as 'happy slapping' images), and manipulation. 

6. Some cyberbullying is clearly deliberate and aggressive, but it is important to recognise that some incidents of cyberbullying are known to be unintentional and the result of simply not thinking about the consequences. What may be sent as a joke may not be received as one, and indeed the distance that technology allows in communication means the sender may not see the impact of the message on the receiver. There is also less opportunity for either party to resolve any misunderstanding or to feel empathy. It is important that pupils are made aware of the effects of their actions.

7. In cyberbullying, bystanders can easily become perpetrators, e.g. by passing on or showing to others images designed to humiliate, or by taking part in online polls or discussion groups. They may not recognise themselves as participating in bullying but their involvement compounds the misery for the person targeted. It is recommended that anti-bullying policies refer to those 'bystanders' — better termed 'accessories' in this context — who actively support cyberbullying and set out sanctions for this behaviour. It is important that pupils are aware that their actions have severe and distressing consequences, and that participating in such activity will not be tolerated.

Preventing cyberbullying

8. It is important to decide on the roles and responsibilities for cyberbullying-prevention work. This will typically involve a named lead from the senior management team (usually the person with overall responsibility for anti-bullying work), as well as IT staff, pastoral-care staff and school council members.

9. Essential elements of prevention are awareness-raising and promoting understanding about cyberbullying. Awareness can be raised, and understanding promoted, through discussion and activity around what cyberbullying is and how it differs from other forms of bullying. The activities could include staff-development activities, home-school events such as special assemblies with parents, and addressing cyberbullying within curriculum delivery and the Social and Emotional Aspects of Learning (SEAL) programme.

10. It is important to review and update existing anti-bullying, behaviour and pastoral-care policies to include cyberbullying. Ensure that learners, parents and staff are all aware of the procedures and sanctions for dealing with cyberbullying, including bullying that takes place out of school.

11. It is advised that schools establish, or review existing, Acceptable Use Policies (AUPs), referencing responsible use of school IT networks and equipment, Virtual Learning Environments (VLEs) and mobile phones. It is also recommended that schools review how the school network is monitored and check whether existing procedures are adequate.  

12. It is recommended that schools record and monitor incidents of cyberbullying in the same way as all other forms of bullying. Schools can use this information to develop their policies and practices. 

13. Publicising reporting routes is an important element of prevention, raising awareness of the issue, but also ensuring that any incidents can be stopped before they become too serious or upsetting. Make sure that learners, parents and staff are all aware of the different ways available to report cyberbullying incidents. In addition, schools can signpost information about external reporting routes, providing information about contacting service providers directly.

14. Education and discussion around the responsible use of technologies and e-safety are key to preventing cyberbullying, and helping children and young people deal confidently with any problems that might arise, whether in or out of school. Technology can have a positive role in learning and teaching practice, and there is a need for staff to be confident about ICT in order to model the responsible and positive use of technologies, and to respond to incidents of cyberbullying appropriately.

15. Stay up-to-date; prevention and responding strategies require continuous review and refinement as new technologies and services become popular. This guidance, similarly, will be updated periodically as technologies develop.

16. It is useful to publicise progress and cyberbullying prevention activities to the whole school community. Keep cyberbullying a live issue and celebrate your successes.

Responding to cyberbullying

17. Cyberbullying is a form of bullying and as such schools should already be equipped to deal with the majority of cyberbullying cases through their existing anti-bullying and behaviour policies and procedures. However, schools should recognise the ways in which cyberbullying differs from other forms of bullying and reflect that in how they respond to it. In addition to considerations about the invasiveness of cyberbullying, the size of the audience and other such factors, cyberbullying yields evidence in a way that other forms of bullying do not. 

18. The person being bullied will usually have examples of texts or emails received and should be encouraged to keep these to aid in any investigation. There are also additional reporting routes available through mobile phone companies, internet service providers and social networking sites. Detailed information on retaining evidence, containing incidents and contacting the relevant organisations is provided in this guidance.

19. Some forms of cyberbullying involve the distribution of content or links to content which can exacerbate, extend and prolong the bullying. There are advantages in trying to contain the spread of these, and options here include contacting the service provider, confiscating phones and contacting the police (in relation to illegal content). 

20. Advise those experiencing cyberbullying on steps they can take to avoid recurrence, e.g. advise those targeted not to retaliate or reply; provide advice on 'blocking' or removing people from 'buddy lists'; and ask them to think carefully about what private information they may have in the public domain.

21. Take steps to identify the person responsible for the bullying. Steps can include looking at the school system and computer logs, identifying and interviewing possible witnesses, and, with police involvement, obtaining user-information from the internet service provider.  

22. Once the person responsible for the cyberbullying has been identified, it is important that, as in other cases of bullying, sanctions are applied. Steps should be taken to change the attitude and behaviour of the bully, as well as ensuring access to any help that they may need. Schools will have existing sanctions in place for bullying behaviour and these should apply equally to cyberbullying. In addition it is important to refer to any AUPs for internet and mobile use, and apply sanctions where applicable and practical. Technology-specific sanctions for pupils engaged in cyberbullying behaviour could include limiting internet access for a period of time or removing the right to use a mobile phone on the school site.
Advice to children and young people on cyberbullying
Anti-cyberbullying code

Being sent an abusive or threatening text message, or seeing nasty comments about yourself on a website, can be really upsetting. This code gives you seven important tips to protect yourself and your friends from getting caught up in cyberbullying, and advice on to how to report it when it does happen. 

1. Always respect others
Remember that when you send a message to someone, you cannot see the impact that your words or images may have on the other person. That is why it is important to always show respect to people and be careful what you say online or what images you send. What you think is a joke may really hurt someone else. Always ask permission before you take a photo of someone.  

If you receive a rude or nasty message or picture about someone else, do not forward it. You could be assisting a bully and even be accused of cyberbullying yourself. You could also be breaking the law.

2. Think before you send 
It is important to think before you send any images or text about yourself or someone else by email or mobile phone, or before you post information on a website. Remember that what you send can be made public very quickly and could stay online forever. Do you really want your teacher or future employer to see that photo? 

3. Treat your password like your toothbrush
Don't let anyone know your passwords. It is a good idea to change them on a regular basis. Choosing hard-to-guess passwords with symbols or numbers will help stop people hacking into your account and pretending to be you. Remember to only give your mobile number or personal website address to trusted friends.

4. Block the Bully
Most responsible websites and services allow you to block or report someone who is behaving badly. Make use of these features, they are there for a reason! 

5. Don't retaliate or reply
Replying to bullying messages, particularly in anger, is just what the bully wants.  

6. Save the evidence
Learn how to keep records of offending messages, pictures or online conversations. These will help you demonstrate to others what is happening and can be used by your school, internet service provider, mobile phone company, or even the police to investigate the cyberbullying.

7. Make sure you tell
You have a right not to be harassed and bullied online.  

There are people that can help: 

Tell an adult you trust who can help you to report it to the right place, or call a helpline like ChildLine on 0800 1111 in confidence. 

Tell the provider of the service you have been bullied on (e.g. your mobile-phone operator or social-network provider). Check their websites to see where to report. 

Tell your school. Your teacher or the anti-bullying coordinator at your school can support you and can discipline the person bullying you.

Finally, don't just stand there. If you see cyberbullying going on, support the victim and report the bullying. How would you feel if no one stood up for you?
Advice to parents and carers on cyberbullying
When a child is the target of cyberbullying — bullying via mobile phone or the internet — they can feel alone and very misunderstood. It is therefore vital that as a parent or carer you know how to support your child if they are caught up in cyberbulling. This short guide will help you.

1. Prevent cyberbullying

Where to start
The best way to deal with cyberbullying is to prevent it happening in the first place. Although it may be uncomfortable to accept, you should be aware that your child may as likely cyberbully as be a target of cyberbullying, and that sometimes children get caught up in cyberbullying simply by not thinking about the consequences of what they are doing. It is therefore crucial that you talk with your children, and understand the ways in which they are using the internet and their mobile phone. In this guide there is an anti-cyberbullying code which contains seven key messages for children, which you may find a helpful starting point for a discussion with them about issues, such as being careful about posting images on personal websites and where to go to get help. 

Use the tools
Most software and services on the internet have in-built safety features. Knowing how to use them can prevent unwanted contact. For example, IM services such as MSN Messenger have features which allow users to block others on their contact list, and conversations can be saved on most IM services. Social-networking sites such as MySpace and Bebo also have tools available, e.g. young people can keep their profile set to 'private' so that only approved friends can see it.

With bullies using text and picture messaging, it is also important to check with your children's internet or mobile-phone provider to find out what protections they can offer, including whether it is possible to change your mobile number.

2. Responding to cyberbullying

It is vital that you have strategies to help your child if they come to you saying that they are being cyberbullied.

The anti-cyberbullying code
Start by teaching your children the seven key messages in the anti-cyberbullying code (see item B). This includes advice on not replying or retaliating to cyberbullying, as well as not assisting a cyberbully by forwarding a message, even as a joke.

Keep the evidence
Keeping the evidence of cyberbullying is helpful when reporting an incident and may help in identifying the bully. This means keeping copies of offending emails, text messages or online conversations.

Reporting cyberbullying
There is a number of organisations that can help you if you need to report incidents of cyberbullying:

· The school: if the incident involves a pupil, or pupils, at your child's school, then it is important to let the school know. All schools have a legal duty to have measures in place to support the person being bullied and to apply disciplinary sanctions to the pupil doing the bullying. Schools are increasingly updating these policies to include cyberbullying. 

· The provider of the service: most service providers have complaints and abuse policies, and it is important to report the incident to the provider of the service, i.e. the mobile-phone operator (e.g. O2 or Vodafone), the IM provider (e.g. MSN Messenger or AOL), or the social-network provider (e.g. Bebo or Piczo). Most responsible service providers will have a 'Report Abuse' or a nuisance call bureau, and these can provide information and advice on how to help your child. 

· The police: if the cyberbullying is serious and a potential criminal offence has been committed you should consider contacting the police. Relevant criminal offences here include harassment and stalking, threats of harm or violence to a person or property, and any evidence of sexual exploitation, e.g. grooming, distribution of sexual images, or inappropriate sexual contact or behaviour. 
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